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1 Introduction

The following document indicates the minimum technological
requirements approved suppliers must have to access and use properly
the functions available in the Gestamp Automocion's private supplier
area.

2 Requirements

Suppliers approved by Gestamp Automocién must meet certain technical
requirements to ensure their offers are received properly.

2.1 Internet connection

The supplier must have a computer with an Internet connection as
access to the private area must be by web page, through which offers
can be sent during the period determined by Gestamp Automocién, as
well as providing other functions.

2.2 E-mail account

The supplier must have an e-mail account through which it will receive
various communications from Gestamp Automocion.

2.3 Internet Explorer

The supplier must have installed on its computer Internet Explorer 6
or higher.

2.3.1 Version of Internet Explorer

To check the version of Internet Explorer the user will have to open
the browser, go into the "Help"” menu and select "About Internet
Explorer". Once this option has been selected, a window opens in which
the version of the browser appears.
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2 about:blank - Microsoft Internet Explorer

File Edit Wiew  Fawarites Toals

; _ : ; Contents and Index
Wy </ \ﬂ @ | Tip of the Day F-
For Netscape Users |
fiddress | :
el 5@ shotchleng Orline Suppaort -
Send Feedback,

About Internet Explorer

2 About Internet Explorer

“internet Explorer

Version: 5.0,2800,1106.xpsp2.050301-1526
e StrErH T e
Product ID:55274-0EM-0011903-00102
pdate Yersions:; SP1; 3283; Q823353;

Based on MCSA Masaic, NMCSA Mosaic{TM); was -
developed at the Mational Center For Supercomputing =
Applications ak the University of Ilinois at Urbana-
Champaign,

f i Copyright ©1995-2001 Microsoft Corp,
L 1 Acknowledgements

If the version of Internet Explorer is too old an updated version from the
following address should be downloaded and installed:

http://www.microsoft.com/windows/ie/downloads/ie6/default.asp

Once inside this page, click on “Download Center”. You will be
redirected to a new page from which you can go ahead with
downloading and installing the new version of the browser.
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3 Troubleshooting: Pop-ups blocker

3.1 Google toolbar

If you have installed the Google toolbar, probably the popup blocker is
enabled. You can easily check it at the toolbar, where the number of
blocked elements is shown.

File Edit Wiew Faworites Tools  Help

W — i & T
eﬁack - ‘_/I \ﬂ @ ._l\] f_ﬁSearch “E’_-IE-‘ Faworites @ E'*v ,ﬁ;:_;

Address |@ http: fpurchasingares . gestamp.com

GDfngE“Gv |Gn:| o5 B v o Bookmarksw &0 2 blacked

Eﬂ Pop-up Blocked, To see this pop-up or additional options click here. .

In order to disable the Popup Blocker for the purchasing portal, visit the
site and press the Popup Blocker button. The button text will change to
read "Pop-ups okay" indicating that the Popup Blocker is disabled on
the site in question.

File Edit Miew Favorites Tools  Help

—~ = [y — i . ~ .
i 1 { '] . q =, . LY =
@ Back \J |ﬂ @ _-_.j 7 Search % Favarites &} (B 5@
Address |@ http: i} purchasingarea gestam pooom

Google “G - [eRnE |Gl:| o B~ 9 Bookmarksw |Eh Pop-ups okay

Finally, if you'd like to disable the Popup Blocker completely, please
follow the instructions below:

1. Click the "Settings" button on your Toolbar and choose "Options."
2. Select the "More" tab.

3. Un-check the box next to "Popup Blocker."

4. Click “Apply” and then "OK."
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Toolbar, Options

| Features | Buttons | Mare |

Configure more buktons and options
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| E] Enable Pop-up Blocker
[] Play a sound
[ Hide popup courk
more infa. ..
¢y Even more buttons
[ ’_2 PageRank and Page Info
Ol & up
[] 52 mext & Previous
|:| @ ‘aking
*#; Find on Page
/4 Highlight
E ‘word Find
“wy Buthon text labels
Al bext
(%) Selective text only
{:} Mo bext
¢, Help Google improve the Toolbar
[] send use statistics ko Google

[ Restore Defaults, .. l

[_ o] ] [ Cancel ] [ Apply ] [ Help ]

3.2 Yahoo toolbar

If the Yahoo toolbar has been installed, it is possible that the popup
blocking option has been activated.

To be able to access the Portal’s pop-ups, simply click on the icon shown
in the following screen shot.

a Yahoo! Esparia - Microsoft Internet Explorer ;IEIEI
File Edit View Favortes Tools Help | 'l';'
iy B L. = A
- - . ) = -
@ Back u @ Lh ‘ -~ ) Search < Favorites {£2) | - b ﬂ
Address I@ hitkpe fes yahoa, com — | j Go | Links >*
Y_, - évl j ‘ EBiuscal u “ Ev ﬁv | QGuardar en My Web = Entrar | v | (=] Correo Yahoo! = @Mi ‘fahool @‘f’! Respuestas = »
P Vahoo! Espafia ” &k Agregar pestafia (X]
Descargar la Barra de Yahoo! | Haz de Yahoo! tu pagina de inicio Encuesta: participa y podrds ganar unos magnificos auriculares =
Y I—IOO' Web | Imagenes  Videos | Moticias | Pag. Amarillas | Compras
A e -
B Web
ESPARNA Busquedas: [
@ Yahoo! Respuestas: Fregunta | Responde * onlaweb O en espafiol
i fahool Wi corren Opdicnes
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A drop down menu appears in which you should uncheck the Activate
popup blocking option.

) Yahoo! Espafia - Microsoft Internet Explorer =] x|
File Edit View Faworites Tools Help | ..f'

9 A o ) ] ; > A
@Back M => I \J @ __ﬂ ‘ /.jsaarch \/:( Favorites €3| == ] - _J ﬂ
Address Iﬂj http:ffes.yahoo. comf j Go | Links **
Y_’ - évl j‘ Buscar |- | &/ - @v | [} Guardar en My Web ~ Entrar | - | (= Corren Yahoo! - @Ml Yahoo! \"l Respuestas - kel

WP Yahoo! Espafia | =k Agregar pestafia v Activar el blogueador de pop-ups m

v Reproducir sonida cuando se bloquea un pop-up
Descargar la Barra de Tahoo! Haz de Yahoo! tu pagina de init rticipa v podrds ganar unos magnificos auriculares it
Siempre permiti pop-ups de...
Y H O' Total de pop-ups bloqueados: 0 arillas | Campras
A O H - 3
1 JPor gué aln veo pop-ups? Weh
ESPARA Busquedas! q POp-Up
Probar el blogueador de pop-ups
Més ayuda... & enlavieh © enespafiol
Wi webent |t e |

3.3 Compatibility with Windows XP — Service Pack 2

Certain problems with pop-ups and files downloading may arise by using
Windows XP — Service Pack 2. Please follow the following instructions to
solve these problems:

1- From Internet Explorer, go to Tools 2 Internet Options 2
Privacy.

The “Block pop-ups” option must remain un-checked.

This will not affect the security set-up for each site (Internet,
intranet, trust sites)
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Internet O ptions

| General | Secur .J| Privacy | Cortent | Connections | Programs | Advanced

Settingz

P Move the slider to zelect a privacy sething for the [ntermet

=8 zone

Medium

- Blacks third-party cookies that do not have a compact
privacy policy

- Blacks third-party cookies that use perzonally identifiable
information without pour implicit conzent

- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent

[ Sites... l’ Impaort... ][.ﬁ.dvanced...

Pop-up Blocker
9 Frevent most pop-up windows from appearing,

[[] Black pop-ups Settings

[ (] ][ Cancel ” Apply

2- Select the “Security” tab and press the “custom level” button.The
“File download” option must be enabled.

Security Settings
Settings:
@ Downloads ~
@ Aukomatic prompking For file downloads
(%) Disable
EI ICIII:FIC
@ File download g
() Disable
(%) Enable
@ Fonk download
() Disable
(%) Enable
{:} Prompk
@ Miscellaneous
&] Access data sources across domains
i N T : :
3 | >
Reset custam settings
Reset ta: !Medium vl [ Reset l
K ] [ Cancel ]
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Verify that the “Use pop-up blocker” option is disabled.

Security Settings

Setkings:

{7 High safety
{7 Low safeby
(%) Medium safety
@ Submit nonencrypted Form daka
{) Disable
{¥) Enable
[ ] Prorpk

@ Use Pop-up Blacker

[

@ IUserdata persistence
{) Disable
{¥) Enable 3

N e e S L e s .

< | >

Reset cusktam settings

Reset ta: | Medium VH Reset ]

[ oK ]l Cancel ]

3.- Select the “Advance options” tab:
The “Do not save encrypted pages to disk” option must be disabled.

Internet O ptions

_-General Security (I Privacy | Cortent { Cornections 'lF'ngramg.l Advanced |

Settings:

é Security L
[] llow active content from CO': ta run on My Compter F
[ éllow active content to mn in files on My Computer

Allow goftware borun or install even if the signature iz invalid

Check for publizher's certificate revocation

Check far zerver certificate revocation [requires restart)

arns

OKOXO

Do nat zave encrypted pages ta disk
i browser iz clozed

Enable Integrated Windows Authentication [requires restart]
Enable Profile &sziztant
e 55L 20
lee 55L 3.0
[J] UseTLS 1.0
Wi am about invalid zite certificates =
[] wam if changing between zecure and not secure mode ()]
< | >
Restore Defaults
(1] ] [ Cancel l l Apply ]
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3.4 Internet privacy setting

If the privacy setting for the internet zone is set to high, it is possible

that access to certain sites will be blocked. You will see the = icon in
the lower section of your browser, which indicates a privacy setting of
high.

a ::Fullstep Networks - Sistemas y Gestion de Compras:: - Microsoft Internet Exploren

File Edit View Favorites Tools  Help

Qe - D ¥ B Gh Ooech Flpreons & (- o - [
Address @http:ffdemn‘Fullstep.r\Ettcustnm#u”damntnuhhcfeandefault‘asp VlGD Lnks | Google |[Cl+ Vlo» () settings =

FULLSTEP

Purchasing Portal

Esch organization is uniqus and nesds an opsrating
purchasing and procurement model tailored to its ] suppliers access
needs, Each organization’s singularity makes 51 buyers access
rigidities imposed by new information systems to
agenerate gaps in purchasing pracesses and finally
user dissatistaction.

[ EF usersaccess

FULLSTEP solutions adapt perfectly to respond to
your orgsnization’s needs, withaut making themn
O Dewtschr excessively large and minimizing the set-up
N periods, to maximize our clisnt’s added walue, “...inteligent sotutions for buyers,
0 Espariol created by buyers...”

FULLSTEP METWORKS, S.L,
Antonio de Gabezdn, 83, 40
28700 Madrid (Espafia)

Internet euplorer 6.0 or higher needed.
To get the latest version, click here

&) Done & D mterrgt

Go to Internet options 2> Privacy to add the websites that you want
to allow, regardless of their security status.
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Internet Options

eneral Securityl Privacy |E0ntent Connectionz || Programs | Advanced

Settings
e Maove the slider to select a privacy zetting for the Internet
S8 zone,
. | High
g - -Blocks cookies that do not have a compact privacy palicy
i - Blocks cookies that uze personally identifiable infarmation
without your explicit consent
[ Sites.. ] [ |mpart... ] [ Advanced... ] [ Default
Fop-up Blocker
@ Preseent mogt pop-up windows fram appearing.
[IBlock pop-ups Seftings. ..
ak l [ Cancel ] [ Apply ]

Click on “Sites” and a window will open in which you can enter the
address of the website that you want to allow.

© FULLSTEP NETWORKS 2007 11/13
MAN_203_technical requirements_3_0_GESTAMP.doc



Per Site Privacy Actions

ki anage Sites

f You can specify which YWeb sites are always or never allowed to uze
=8 cookies, regardless of their privacy policy.

Type the exact addreszs of the ‘Web site you want to manage, and then click Allovw
ar Block..

Toremove a gite from the list of managed sites, zelect the name of the \Web site
and click the Remove button.

Address of Web site:

|

b anaged *web sites:

Cramain Setting

Enter the website address, click “Allow” and then “OK”.

3.5 Error downloading specifications in the portal

Some antivirus applications (checked with Norton and Panda) block
offer request specifications from being downloaded. The most up to date
antivirus applications also scan and block specific pages.

To check if the antivirus is blocking file downloads, do the following:

1. Close the browser. The affected supplier should then temporarily
deactivate the antivirus. The antivirus is normally deactivated by
clicking on the right mouse button over the antivirus icon
(bottom right part of the screen) and selecting the antivirus
deactivate option. If the user does not have an antivirus
deactivate option, consult an IT specialist.

2. Once the antivirus is deactivated, access the request for offer
function and try to download the specifications. If it now works,
the antivirus is no longer blocking it.

3. To prevent suppliers from having to deactivate their antivirus
every time they want to access a FULLSTEP portal, they should
configure their antivirus to trust the portal. Since each supplier
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has a different antivirus, the IT team at each supplier should take
responsibility for ensuring that the antivirus software does not
block the portal.

3.6 Antivirus blocking

It is possible that if your equipment is protected by an antivirus, this is
blocking your access to the suppliers’ portal.

To resolve the problem, carry out one of the following two actions:

= Configure the antivirus so that it allows access to the purchasing
portal.

= Temporarily deactivate your equipment’s antivirus each time you
want to access the purchasing portal.
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